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ABSTRACT

Secure coding is a technique that detects malicious attack or unexpected errors to make software systems resilient against
such circumstances. In many cases secure coding relies on static analysis tools to find vulnerable patterns and contaminated
data in advance. However, secure coding has the disadvantage of being dependent on rule-sets, and accurate diagnosis is
difficult as the complexity of static analysis tools increases. In order to support secure coding, we apply machine learning
techniques, such as DNN, CNN and RNN to investigate into finding major weakness patterns shown in secure development
coding guides and present machine learning models and experimental results. We believe that machine learning techniques
can support detecting security weakness along with static analysis techniques.
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Techniques Description
It registers vulnerability pattern in
Pattern vulnerability databases. Vulnerability
Matching can be found through pattern
matching processes
Lexical It searches illegal keywords or
. patterns by using of lexical analysis,
Analysis particularly useful for coding style
It checks type dismatch in source
Type .
- . code between type declaration and
Checking .
variable usages.
It uses control flow analysis over
Data Flow abstract syntax trees and
Analysis inter—procedural call graphs to identify
illegal data flows
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Table 2. Data Size for Vulnerability Categories

Vulnerability | Traini |Validat| Testin Total
Category ng ion g
Cross site
scripting 14,014 1,557 100 15,671
Null pointer
orror 9,604 1,067 100 10,771
illegal
exception 6,590 732 100 7,422
handling
system
information | 3.855| 428 100| 4.383
exposure
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Source code .
281. System.out printin(exgetMessage0): tokenizing
282, finally( [281

283. if(psi=nulltry{ps.close(;}catch(Exception ex){ » System.out.printin (ex.getMessage());,
284. System.out printin(ex.getMessage(); 282., Hinally{, 283., if (ps!=null)try---.. ]
285.)

286.)

287.

S

Word padding
Fig. 5. Transformation of Source Code Tensor
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